Al Governance
Introduction




Workshop Overview

What is Al ethics & governance?
Why is Al governance important?

Evolving towards data & Al governance
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Setting your objectives & selecting the right toolkit
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What is Al ethics & governance?

A Definitions
. Al Ethics - Al Governance Responsible Al
Al ethics serves as a Al governance is a system Responsible Al encompasses
compass that helps define of rules, practices, practices, processes and tools
and guide ethical choices processes and tools that are that are implemented to
and enshrine values in the employed to ensure the manage the ethical use of Al
development and deployment effective and responsible in addition to aspects such as
of Al. use of Al security, accuracy and

compliance
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Why is Al ethics & governance important?

Reduce Risk

Support Compliance

Support Scale

Defensibility

Highlights potential risks and facilitates the adoption of conscious mitigation strategies

Even in lieu of specific Al regulation, there are still existing laws and regulations that apply to Al projects
(e.g. the Privacy Act, the Consumer Guarantees Act, etc)

Enable automation of guidelines and processes to ensure consistent, efficient and safe development and
deployment of Al projects

Adoption of best practice facilitates transparency and traceability that can help understand what happened if
something goes wrong
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How can Al ethics & governance add value?

Mitigating Bias Protecting Privacy Building Trust

Al algorithms can be trained on biased Al systems that use vast amounts of Trust is critical to the adoption and use
datasets or produce biased results. Al personal data can put privacy at risk. Al of Al systems. Al ethics helps to
ethics helps to ensure systems are ethics provides guidelines for the establish trust by ensuring Al systems
designed and deployed in a fair and responsible handling and protection of are transparent, accountable, and
unbiased manner personal data operate within ethical boundaries

Ensuring Safety Regulatory Compliance Customer Reputation

Al systems can have significant Al ethics is essential for safeguarding

impacts on people’s lives. Al ethics Al is increasingly subject to regulatory customer relationships and vour
helps to ensure that these systems are scrutiny and requirements. Integration o pS and your,
. . A . . organisation’s brand reputation. Ethical
safe and reliable while minimising the of Al ethics across the model lifecycle O
. o . violations can erode customer trust and
risk of harm to individuals can support regulatory compliance lovalt
and society yaly
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Why is Al ethics & governance important?

(A Business risks and ethical issues

Pressure to implement Al
quickly

Unsuccessful Exposure to
implementation of Al compliance risk

Lack of resources dedicated
to people, process &
technology

Absence of clear ethical Privacy violation Safety violation

guidance and capability to
detect deviation

Loss of trust and
brand reputation

Discrimination
and/or harm
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Setting the foundations for scalable Al

A Responsible Al is a key component that can not be overlooked

Al Use Case Development PoC/MVP
Innovate or accelerate Value from Tech Experiment with Al and understand the
Investment - building new Al use cases in art of the possible.

areas such as People Centric Modelling,
Forecasting, NLP, Computer Vision, or
Generative Al.

Integrating Al into Model Migration Al ‘Health Check’
$ Operations Migrate ML models into a new Perform an end to end health check
Q Implementing Al into existing environment with minimum on your ML Lifecycle from data
Q operations such as Call Centres, disruption to model utilisation with ingestion to model monitoring. Uplift
CRMs, Recommendation Engines to best practice ML Operations from existing models with a repeatable
enable a more data driven decision ~ day one. and reliable process.
making.

Developing an Al ML Ops Foundations Al Upskilling & Training  Responsible Al to Scale
Roadmap Laying the foundations and Sharing Al knowledge and best Implementing Al governance &
Aligning strategic and business operational capability to build practices through brown bags, ethical frameworks to ensure

ambitions with the art of the possible and maintain Al models at training programs and integrated responsible Al usage and

in Al to establish a well grounded scale with an ML Platform and delivery. Increase data literacy repeatable, interpretable and well
roadmap of Al use-case operational best practices. across the organisation with documented development of Al.
development that gains traction. non-technical upskilling in Al

Data Governance Talent Data Literacy Infrastructure Data Driven Culture Growth Mindset
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What does Al governance look like in an
organisation?

A  These core pillars must exist for enabling scalable responsible Al practices successfully within your

organisation

e Awareness & education e Ethical guidelines, e Transparent & explainable
governance & policies Al
e Diverse & inclusive teams
e Riskassessment& e Biasdetection &
management mitigation tools
e Clearly defined roles & ag g
responsibilities
e Feedbackloops for e Privacy & security

continuous monitoring

Successful Implementation requires a concerted effort across all 3 pillars

) Integrating ethical principles into the core values and culture of the organisation
° Ensuring alignment between people, process and technology towards Al Governance
objectives

° Leadership commitment and advocacy to foster a responsible Al ecosystem
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Governing data in the age of Al

A Al introduces novel challenges and layers of complexity in the governance of data

Al places significant demand on data storage and processing capabilities
Need to adapt, scale and future proof not only data infrastructure but data management

oo

Data Volume

Data Quality

Regulatory Compliance

Al’s effectiveness is closely tied to data quality
Reactive data quality management isn't adequate
Data cleansing, validation and quality controls need to be seamlessly integrated

Trend towards greater regulatory scrutiny of data and Al
Evolving Privacy legislation, safe and responsible Al consultation
Must stay on top of evolving regulations while maintaining operational efficiency

Incorporating personal or sensitive data in Al systems can increase risk to privacy even when data is
Increased Privacy Risk de-identified

Balancing leveraging data for Al and safeguarding privacy is a complex challenge

Al models can unintentionally perpetuate biases present in training data resulting in discriminatory or
unjust outcomes

Mitigating these risks require impact assessments that explore ethical implications

Algorithmic Bias

Al systems can sometimes operate in enigmatic “black boxes”
Model transparency poses challenges in explaining model outputs, particularly in scenarios where
accountability and transparency are pivotal

ol 0 O d o0 o0dd | oood

Model Opacity
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Evolving towards Data & Al Governance

d  Data governance alone can not mitigate the risks of Al

‘ Traditional Data Governance }

Data Warehousing & Bl Management
Data Architecture

Data Quality Management Metadata Management

Data Security/
Maori Data Sovereignty

Data Development

Reference &
Data Operations Master Data
Management

Document & Content
Management

[ Data & Al Governance ]

Data Governance

Al Ethics & Governance

Data Warehousing & Bl Management

Use Case Ethics

Data + Model Architecture

Data + Model Quality Metadata + Feature
Management Management

Data + Model Security/
Maori Data Sovereignty Data + Model Development
Reference & Document, Model &
8625312,::; Master Data Content
P Management Management

10 | Al Governance Workshop Introduction



Unified Data and Al Governance Approach

A  Key aspects, considerations and tools

Actionable
Monitoring Insights

Holistic Data and Enhanced Privacy

Model Catalog Protection

Continuous Data Model Risk

Enabling Tool
Quiality Validation Management nabling lools

Cross Functional
Teams

Model Audits Human Oversight
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Al Development Lifecycle

d  CRISP-ML (from CRISP-DM - CRoss-Industry Process - for Data Mining)

Build & review training
data set/assess
potential models

Define specific
problem to be solved

Model
operations

Build ML model
Model & pipelines
Development/
Selection
process

Gather & prepare
dataset

MLOps
process

Scoping & Data
Preparation process

Model monitoring

Model performance

Perform exploratory data

analysis to understand validation
fitness of data
Use case Dataset approved Model approved
identified for ML for modelling for deployment
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Al Development Lifecycle with governance

d  CRISP-ML (from CRISP-DM - CRoss-Industry Process - for Data Mining)

Build & review training
data set/assess
potential models

Define specific
problem to be solved

Gather & prepare Build ML model Model
Scoping & Data dataset Model & pipelines MLOps operations
P ti Development/
reparation process Selection process
process
Perform exploratory data Model performance Model monitoring
analysis to understand validation
fitness of data
Use case Dataset approved Model approved
identified for ML for modelling for deployment
e Ethical Impact Assessment e Training data set bias review e Model usage recommendations
e Risklevel calculation ¢ Model performance review e Embed ethics KPI's in ML Ops for
across population monitoring
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Selecting your Al Governance Approach
d  1SO 42001 - the global Al standard

INTERNATIONAL ISO/IEC
STANDARD 42001

First edition
2023-12

e https://www.iso.org/standard/81230.html
e Compiled by experts from around the world
e Best practice Al governance standard

Information technology — Artificial
intelligence — Management system

Technologies de l'information — Intelligence artificielle — Systeme
de management
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https://www.iso.org/standard/81230.html

Selecting your Al Governance Approach

(d Lite Toolkit

LITE LITE LITE

Al Ethics Principles

Ensuring alignment with
organisational values

Al Impact Assessment Building Knowledge

Integrating Al risk considerations Overcoming resistance to change
into systems and workflows and building Al awareness and
buy-in amongst stakeholders

@ Principles and Frameworks @ Tools for Risk Assessment

@ Al Strategy and Education

e Start your journey here
e Everyone using Al needs to consider values & principles

e An Al Impact Assessment is critical to uncover risks or potential unintended
outcomes

e (Good governance is a collective journey of continuous education and
awareness

12 | Al Governance Workshop Introduction



Selecting your Al Governance Approach

(1  Robust Toolkit

Discover Define Design

Understand the benefits and Develop an internal ethical Conduct ethical impact

potential downsides of Al for your framework that aligns with your assessments to identify potential
organisation organisation's values and goals risks

Case Studies, Toolkits, Training
and Practices

ﬁ Internal and Ethical Frameworks ﬁ Impact Assessments and Toolbox

Develop Deploy

Identify and address ethical Ensure accountability and

concerns as they arise transparency in Al system
outputs

ﬁ Ethical cklists Data Sheets, Model Cards and
and Fi Frameworks

e \When building and deploying your own Al models, ethics and governance
must be embedded across the development lifecycle

e At each stage of the development lifecycle there are different considerations
and practices

e This toolkit builds on the foundations in the Lite toolkit
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Selecting your Al Governance Approach

d  Comprehensive Toolkit

COMPREHENSIVE COMPREHENSIVE COMPREHENSIVE

Principles (Define)

Agreeing on the core principles
that will define what is built and

Assessment (Design)

Using the appropriate

Mitigation (Develop)
Mitigation strategies and
assessment tools to identify and

what guardrails are needed prioritise risks

processes to ensure alignment to
your organisation’s risk appetite

ﬁ Mot Aan e ﬁ Risk Management and Analysis
Tools

ﬁ Responsible Al toolbox

COMPREHENSIVE

Management (Deploy)

Actively managing Al solutions
from deployment to
decommissioning

ﬁ Methodology for Data Governance

e When building and distributing your own Al tools and products, the highest
standard of ethics and governance is required

e This toolkit builds on the practices in the Robust toolkit
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Al Forum
New Zealand

Te Kahui Atamai lahiko o Aotearoa




